An increasing number of people who use a smart phone or tablet PC are accessing wireless networks in public facilities including cafes and shopping centers. For example, iPhones and Android Phones have been available since 2010. However, security incidents may occur through all sorts of malicious code infection of users' personal information during the use of an insecure wireless network. In this paper, we will describe the Wi-Fi protected access (WPA) and WPA2 encryption systems used to access a wireless network from a smart phone and tablet PC, and demonstrate the access point (AP) hacking process in a wireless network to which a password is applied on the basis of the analyzed WPA and WPA2 passwords. We will analyze the method of successful AP hacking and propose an approach to enhancing wireless LAN security. This study will contribute to enhancing the security and stability of wireless networks.
I. INTRODUCTION
The use of the wireless internet has greatly increased since the spike in adoption of smart phones and tablet PCs in 2010.
A summary of the results of a survey investigating the use of the wireless internet issued by the Internet Statistics Info Search System in November, 2010, is shown in Fig. 1 . As can be seen, mobile phones (including smart phones) that can access the wireless internet account for 98.1% of wireless connections, while laptop PCs (including netbooks and tablet PCs) and MP3 players constitute 25.8% and 16.2%, respectively.
As described above, the wireless internet is accessed with portable devices. However, the level of recognition for wireless LAN security is not high. Smart phone and tablet PC users use Wi-Fi protected access (WPA) and WPA2 encryption in non-encrypted or encrypted access points (Aps). That is, when using the wireless internet with an insecure wireless AP, hackers attack the insecure users and can steal personal information. Therefore, there is a need for studying hacking and the security of WPA and WPA2 encrypted APs.
We performed an experiment connecting a wireless LAN to Backtrack 4 to use Aircrack so as to extract the password of a wireless AP, and propose a scheme for security according to the experimental result. Section I will describe the necessity of this study; section II will describe WPA and WPA2; section III will analyze cases of wireless network hacking; and section V will report on our experiment with obtaining WPA and WPA2 passwords. In section IV, we will propose a scheme for security to protect insecure wireless routers. Section V will also present conclusions. 
II. RELATED STUDIES

A. AP
An AP is a device for connecting a wired LAN and a wireless LAN. An AP is generally an independent device and plugged into the Ethernet or a server. That is, an AP is used for wireless signal processing and antenna and interconnecting the wired networks and the wireless networks. More and more home users use wired/wireless internet routers or wireless internet routers in which an AP is equipped with internet connection sharing.
B. Encryption at AP
1) WPA WPA [1] is one of the Wi-Fi wireless LAN security standards. It provides more refined data encryption than wired equivalent privacy (WEP), which is incomplete in terms of user authentication, and provides satisfactory user authentication. The encryption technique employed in WPA is temporal key integrity protocol (TKIP) [2] .
Since TKIP includes a key assignment per packet, confirmation of message integrity, an extended initialization vector, resetting and key values, it cannot be hacked and requires an authentication procedure for access to a network. The wireless application protocol (WAP) [3] employs 802.1x and extensible authentication protocol (EAP), which is an extended authentication protocol that provides powerful user authentication.
2) WPA2
WPA2 [4] is provided with the advanced encryption standard (AES) [5] algorithm as an industrial encryption standard, and is substituted for DES and 3DES.
WPA2 uses the counter mode (CTR) for encrypting data and message integrity code (MIC), and the cipher block chaining message authentication code (CBC-MAC) [6] protocol for authentication and retention.
The MIC of WPA2 provides data retention in a field that is not easily changed in the 802.11, unlike WEP [7] and WPA, is compatible with WPA, and is different from WPA in that data encryption, called AES, is enabled. The AES encryption technology has been used to send/receive information by the U.S. government to demonstrate its strong security.
III. CASES AND RISKS OF WIRELESS NETWORK HACKING
A. Cases of Wireless Network Hacking in Korea
On June 25, 2011, the Chosun Daily reported that 690 hacking incidents have taken place since the opening of the 18th National Assembly (May 30, 2008) . The incidents of hacking the computer network in the National Assembly were reported by the National Cyber Security Center (NCSC) under the National Intelligence Service. According to this report, 148 hacking incidents were about stolen email passwords and it was determined that most of the email accounts were owned by assistants of assembly people who worked for security-related committees, for example, the Foreign Affairs, Trade and Unification Committee (FATUC) and the Defense Committee.
According to the confidential documents of the Legislative Information Office in the National Assembly, email addresses and passwords of an assemblyman's office under the FATUC (the former Minister of Foreign Affairs and Trade) were hacked on December 17, 2010. It was said that the hacked e-mail accounts include details for reporting work processes sent from the Ministry of Unification about the Hanawon which is a shelter for people who had escaped from North Korea.
It was known that e-mail accounts of the assemblyman's office under the Defense Committee (office of the former Minister of National Defense) were hacked on March 28, 2011. In the National Assembly meeting in April, the staff of the Ministry of Unification accessed the internet through the wireless LAN in the National Assembly building, which resulted in being hacked. In the incident, it was said that the hacker first read and deleted the e-mail sent by the Ministry of National Defense before the relevant recipients read it.
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